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1. kl/ro 

 

1.1. ;'/lIft kf;j8{ ;DjGwL cEof;x? kf;j8{sf] lgdf{0f / k|of]usf] ;Gbe{df k|rlnt 

lgodx?sf] ;+u|x xf] . of] cEof;x?sf] ;+u|x sDKo"6/ k|0ffnLsf] ;'/IffnfO{ a9fjf lbg 

alnof] kf;j8{ lgdf{0f u/L ltgsf] pkof]u ug{ g]kfn ;/sf/sf ljleGg ;+u7gx?df 

sfo{/t sd{rf/Lx?nfO{ clek|]l/t ug{ tof/ ul/Psf] xf] . of] ;fdfGotM x/]s 

sof{nox?sf]  sfof{no ;DjGwL b}lgs lgodx?s]f Ps cleGg kf6f] x'g ;Sb5 . 

o;nfO{ ;'/Iff ;r]tgf tflndsf] k|lzIf0fsf] ljifo klg agfpg ;lsG5 . o;nfO{ 

afWosf/L jf ;'́ fjd"ns ;fwgsf] ?kdf ;/sf/L ;+u7gx?n] k|of]u ug{ ;Sb5g\ . 

 

2. ljifo k|j]z 

  

2.1. kf;j8{ sDKo"6/ / ;"rgf ;'/If0fsf] Ps dxTjk"0f{ cjwf/0ff xf] . kf;j8{n] sDKo"6/ 

k|of]ustf{x?sf] PsfpG6sf] cu|efudf /x]/ ;'/Iff k|bfg ub{5 . sdhf]/ kf;j8{sf] 

k|of]un] ;+u7gsf] ;du| ;+:yfut ;+hfn -Corporate Network _ sf] ;"rgfsf] 

ljZj;gLotf sfod /fVg ;lsb}g . o;}n] k|To]s sd{rf/L, s/f/ ;]jf k|bfosx?, 

ljq]mtfx? tufotsf sfof{nosf ;"rgf k|0ffnL;Fu ;/f]sf/ / ;DjGw x'g] x/]s JolQmn] 

;'/lIft kf;j8{ tof/ ug{ / o; cEof;x?df pNn]v ePsf ljifox? / To;sf 

r/0fx?sf] cg';/0f ug'{ /fd|f] x'G5 . 

2.2. ;+u7gsf] ;"rgf k|0ffnL;Fu ;Dj4 sd{rf/Ln] t cfˆgf] ;+u7gsf] ;"rgf ;~hfn, 

tYofÍsf] ljZj;gLotf / sDKo"6/ k|0ffnLsf] ;'/Iff ug{ oL cEof;x?nfO{ kfngf ug'{ 

clgjfo{ g} x'g] b]lvG5 . 

 

3. p2]Zox? 

 

3.1. o; lgb]{lzsfsf] d"ne"t p2]Zo ;+u7gsf] ;"rgf, To;sf] ;|f]t / ;"rgf tyf sDKo"6/ 

;~hfnsf] ;'/Iffsf nflu alnof] kf;j8{sf] l;h{gf, kf;j8{x?sf] ;'/Iff tyf ;do 

;dodf kl/jt{g ug{ :t/Lo dfgb08x?sf] lgwf{/0f ug'{ g} xf] . ;+u7gsf] ;"rgf k|0ffnL 

kf;j8{sf] k|of]u dfqn] ztk|ltzt ;'/Iff ug{ g;lsP klg l8lh6n x:tfIf/ hf/L 

geP ;Ddsf nflu of] g} a9L e/kbf]{ k|ljlw eg] xf] eGg ;lsG5 . oL cEof;x?n] 

kf;j8{sf] k|of]unfO{ a9L ljZj;gLo agfpg ;xof]u ub{5g\ .  
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4. If]q  
 

4.1. oL cEof;x? sfof{nosf] ;"rgf k|0ffnLdf sfof{nosf] tk{maf6 JolQmut jf ;f+u7lgs 

PsfpG6sf] ;'ljwf k|fKt u/]sf, ;+u7gsf] sDKo"6/ ;~hfn, ;"rgf k|0ffnL tyf ;a} 

k|sf/sf] ;"rgf e08f/df kx'Fr ePsf jf ;f] sf] lhDd]jf/L ePsf ;a} sd{rf/Lx?nfO{ 

nlIft u/L tof/ ul/Psf x'g\ . t/ of] 8f]d]g PsfpG6 jf Od]n PsfpG6df dfq ;Lldt 

eg] 5}g .  

5. kf;j8{ ;DjGwL k|rlnt cEof;x?  

 

5.1. kf;j8{ ;'/Iff ;DjGwL ;fwf/0f cEof;x? 

5.1.1. ;a} l;:6d n]endf k|of]u x'g] kf;j8{x? -h:tf]M Root, NT Admin, 

Application Administration Account cflb) slDtdf klg q}dfl;s 

?kdf kl/jt{g ul//xg' kb{5 . 

5.1.2. ;a} k|f]8S;g n]endf k|of]u ul/Psf kf;j8{x?n] Unf]jn kf;j8{ Joj:yfkg 

8f6fj]zåf/f lgb]{lzt ;"rgf ;'/If0fsf] cg';/0f u/]sf] x'g'  

kb{5 . 

5.1.3. ;a} o"h/ n]ensf kf;j8{x? h:tf]M Od]n, j]j, 8]:s6k sDKo"6/ cflb slDtdf 

klg å}dfl;s ?kdf clgjfo{ kl/jt{g ul//xg' kb{5 . oBkL x/]s dlxgfdf 

kl/jt{g ug{ ;s] c´ a9L e/kbf]{ / ;'/lIft x'g ;Sb5 . 

5.1.4. ;d"x ;b:otf jf sfo{qmdsf] l;:6d n]ensf] ljz]if ;'ljwfaf6 k|fKt o"h/ 

PsfpG6x?sf] k|of]ustf{x?n] k|of]u ug]{ kf;j8{ cGo ;a} PsfpG6x?sf] eGbf 

leGg k|s[ltsf] x'g' kb{5 . 

5.1.5. PsfpG6 nscfp6 y|];xf]N8 rf/ k6ssf] unt kf;j8{ k|of;df lgwf{/0f ul/g' 

/fd|f] x'G5 . o;sf] cy{ nuftf/ rf/k6s;Ddf unt kf;j8{ OG6«L u/]df 

PsfpG6 ns x'g] Joj:yf ug'{ pko'Qm x'G5 . 

5.1.6. P;PgPdkL - ;fwf/0f g]6js{ Joj:yfkg k|f]6f]sn _ k|of]u ul/Psf] eP ;f] sf] 

sDo"lg6L :6«Lª klAns, k|fO{e]6 / l;:6dsf] :6]G88{ l8kmN6 eGbf leGg x'g] u/L 

k|of]u x'g' kb{5 . ;fy} af/Daf/ nuO{g ug{ k|of]u ul/g] kf;j8{ eGbf leGg x'g' 

kb{5 . o;sf nlfu ;Dej eP ;Dd sL8 Xof; - Keyed Hash _ k|of]u 

ul/g' pko'Qm x'G5 . 

5.1.7. ;a} k|sf/sf l;:6d n]en / o'h/ n]ensf kf;j8{x? oL cEof;x?df 

pNn]lvt ljifox?sf] cg'?k x'g] u/L tof/ ug'{ kb{5 . 
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5.1.8. ljutdf k|of]u ul/Psf kf;j8{x? k'gM k|of]u ug{ ;lsG5 . t/ lglZrt 

;+Vofsf gofF kf;j8{x? k|of]u gu/L k'/fgf] kf;j8{ k|of]u gug'{ /fd|f] x'G5 . 

o;sf nlfu slDtdf klg rf}jL; j6f gofF kf;j8{sf] k|of]u kl5 dfq k'/fgf] 

kf;j8{ bf]xf]¥ofpg' pko'Qm x'G5 . 

5.1.9. unt kf;j8{ k|of]u ePsf] eGg] cfwf/sf] u0fgf ug]{ ;dofjwL lgwf{/0f ubf{ 

;dfGotM aL; ldg]6 leqsf] cGt/fndf sfod ul/g' /fd|f] x'G5 . o;sf] cy{ 

olb aL; ldg]6leqsf] cGt/fndf tLg k6s;Dd k|of; ul/Pdf PsfpG6 

nscfp6 x'g] Joj:yf ug'{ kb{5 . 

5.1.10. PsfpG6 nscfp6 x'g] cjlwsf nflu lj1x?n] slDtdf la; ldg]6 / a9Ldf 

b'O{ 306f lgwf{/0f ug'{ pko'Qm x'g] wf/0ff /fv]sf 5g\ . 

5.1.11. sDKo"6/sf] ;'/Iffsf nflu kf;j8{åf/f ;'/lIft l:qmg ;]e/ Og]jn ug'{  

kb{5 . ;fdfGotM sDKo"6/ k|of]ustf{n] kfFr ldg]6 ;do;Dd nuftf/ lgis[o 

/x]df o:tf] x'g] Joj:yf ug'{ kb{5 . o'h/ nucg eO/x]sf] cj:yfdf jf 

kf;j8{ ;'/lIft l:qmg ;]e/ k|of]u gePsf] cj:yfdf sDKo"6/ 5f]8\g} x'b}g . 

sDKo"6/ ns gul/Psf] cj:yfdf g} 5f]8]/ lx8\g] afgL ;a}n] ;'wf/ ug} kb{5 . 

xtf/ ePsf] cj:yfdf CTRL+ALT+DEL cyjf Windows Key+L sf] 

k|of]u u/L l;w} nscfp6 ug{ ;lsG5 .   

5.1.12. klJns k|fOe]6 ;fFrf]sf] cflwsfl/stfsf nflu k|of]u x'g] kf;k|]mhx?sf nflu 

;d]t kf;j8{sf nflu lgwf{l/t lgodx? cIf/z nfu' x'G5g\ . 

5.1.13. Eudora, Outlook, Netscape, Mozila Firefox, Internet Explorer 

nufotsf a|fph/x? h:tf PlKns]zgx?df x'g] kf;j8{ ;Demg] -Remember 

password)  ;'ljwf k|of]u gug'{ g} /fd|f] dflgG5 . 

5.1.14. Kff;j8{ k|of]u u/]/ cfˆgf] ;+u7gsf] ;"rgf k|0ffnLdf kx 'Fr k'Ug] sfo{ ;fO{j/ 

Sofk]m h:tf ;fj{hlgs g]6js{x?af6 ug'{ x'b}g . 

 

5.2. kf;j8{ lgdf{0fsf dfu{bz{s lgb]{zgx?  

 

5.2.1. sfof{no jf ;+u7gdf w]/} p2]Zosf nflu kf;j8{x? k|of]u ul/G5 . 

;fdfGotofM o'h/ n]ensf PsfpG6x?, j]j PsfpG6x?, O{d]n PsfpG6x?, 

l:qmg ;]e/ ;'/Iff, EjfO{;d]n tyf nf]sn /fp6/ nuO{gx?df w]/}h;f] ;a}n] 

kf;j8{x? k|of]u ug]{ ub{5g\ . cToGt sd l;:6dx?df dfq Psk6ssf] 6f]sg 

ljlw - Psk6sdfq k|of]u ul/g] ultzLn kf;j8{x?_ sf] k|of]u ul/G5 . ;a} 
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l;:6ddf of] ljlw ;Dej klg 5}g . To;}n] klg af/Daf/ k|of]u ul/g] kf;j8{ 

alnof] agfpg, 5gf}6 ug{ tyf ;'/lIft ?kdf k|of]u ug{ ;w} ;ts{ /xg' kb{5 . 

b]xfosf cj:yfx? /x]sf kf;j8{x? ;fdfGot sdhf]/ 7flgG5g\ .  

5.2.1.1. cf7 Sof/]S6/ eGbf yf]/} ;+Vof ePsf kf;j8{x?, 

5.2.1.2. c+u]|hL jf cGo efiffsf zAbsf]ifdf kfO{g] zAbx?, 

5.2.1.3. ;dfGotM k|of]udf cfO{/xg]  zAbx? h:tf]M 

5.2.1.3.1. kl/jf/, 3/kfn'jf hgfj/, ;fyLx?, ;xsdL{x?, 

5.2.1.3.2. sDKo""6/df k|of]u ul/g] kbfjnL gfdx?, sdfG8x?, ;fO{6x?, 

sDkgLx?,  xf8{j]o/, ;ˆ6j]o/ cflb . 

5.2.1.3.3. sDkgL jf ;+u7gsf] gfd, :yfg ljz]ifsf] gfd cyjf cGo KTM, 

BRT, jf cGo To:t} 8]l/e]l6e zAbx?, 

5.2.1.3.4. hGdldlt, 6]lnkmf]g gDj/, kl/rokq gDj/, 7]ufgf h:tf JolQmut 

 ;"rgfx?, 

5.2.1.3.5. sDKo"6/sf] sLjf]8{ jf k|rlnt j0f{dfnfsf cIf/ jf c+sx?sf] qmd, 

h:tf]M  aaabbb, qwerty, 12345, zyxwvuts, 456654 cflb, 

5.2.1.3.6. dflysf a'Fbfx?df pNn]v ul/Psf s'g} klg zAbx?sf] k5fl8 kl§af5 

lxHh]  ldnfO{Psf zAbx? 

5.2.1.3.7. dfly pNn]v ul/Psf s'g} klg zAbx?sf] cufl8 jf k5fl8 c+s hf]8]/ 

agfO{Psf zAbx?  h:tf] DoLIDAR1, 3MoGA, OCC123 clfb . 

 

5.2.2. alnof] kf;j8{sf b]xfo cg';f/sf ljz]iftfx? x'G5g\ . 

 

5.2.2.1. a0f{dfnfsf 7"nf tyf ;fgf cIf/ ld;fO{Psf zAbx? -h:tf], a-z, A-Z_, 

5.2.2.2. cIf/, cÍ tyf lj/fd lrGxx? ld;fO{P/ k|of]u ul/Psf zAbx? - h:tf], 

0-9, *{%$#_, 

5.2.2.3. Go"gtd cf7j6f cIf/cÍ k|of]u ePs] / ;DejtM kf;k|]mh x'g] u/L, 

5.2.2.4. s'g} klg efiff, eflifsf, af]nLrfnLsf] efiff cyjf hfu{gx? k|of]u gePsf] 

zAb, 

5.2.2.5. JolQmut ;"rgf, gfdx? tyf kfl/jfl/s ljj/0f k|of]u gul/Psf zAbx?, 

5.2.2.6. kf;j8{x? slxF st} cgnfO{gdf n]Vg jf ;+u|x u/]/ /fVg' x'b}g . 

oyf;Dej ;lhn} ;D´g ;lsg] kf;j8{x? tof/ ug'{ kb{5 . o;sf] nflu 

Pp6f pQd pkfosf] ?kdf s'g} uLtsf] lzif{s, cfk"m;Fu ;DjGw /fVg] 
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ljifox? cyjf o:t} k|sf/sf] cGo s'g} k|]mhx? x'g jfSo jf jfSof+zx? 

x'g ;Sb5 . pbfx/0fsf] nflu Pp6f jfSo 'This may be one way to 

remember" / o;af6 ag]sf] kf;j8{ "TmB1w2r" cyjf "tmb1w-

r" cyjf cGo s'g} o:t} k|sf/sf] cnu ?kdf tof/ ul/Psf] x'g ;Sb5 . 

o;df x/]s zAbsf] klxnf] cIf/ lnO{ ;+ej ePsfnfO{ gDj/df kl/0ft 

u/L tof/ ul/Psf] 5 . 

5.2.2.7. kf;j8{x? s]z - j0f{dfnfsf ;fgf tyf 7"nf cIf/x? _ ;Dj]bgzLn x'g' 

kb{5 t/ nuO{g cfO{8L eg] o:tf] geP klg x'G5 .  

5.2.3. o; cEof;x?df pbfx/0fsf] ?kdf k|of]u ul/Psf zAb jf k|]mhnfO{ kf;j8{sf] 

?kdf k|of]u ug{} x'b}g . 

 

5.2.4. k|]mh k|of]u u/]/ kf;j8{ lgdf{0f ug]{ tl/sfM 

 

5.2.4.1. zAbx? jf zAbf+zx?nfO{ Ps csf]{;Fu hf]8\g] . 

5.2.4.2. kf;j8{sf] ?kdf k|of]u ul/Psf] zAb jf zAbf+zsf] lxHh] unt jgfpg], 

5.2.4.3. aLr aLrdf Ps jf b'O{ zAbx? 5f]8\g] . 

5.2.4.4. cfk"m;Fu JolQmut ;DjGw ePsf k|]mhx?nfO{ k|of]u u/L pQm k|]mhsf] 

k|To]s zAbsf] klxnf], bf]>f] jf t];|f] cIf/sf] ;+of]hg u/L tof/ ug]{ . 

o:tf] k|]mh k|Zg jf pQ/ s'g} klg ?kdf k|of]u ug{ ;lsG5 . o;sf nflu 

tl/sfx? w]/} x'g ;Sb5g\, h:t}M 

5.2.4.4.1. clGtddf ;+Vof x'g] kf;k|]mhx? k|of]u ug]{, 

5.2.4.4.2. kf;j8{ jgfO{;s]kl5 c+s / cIf/nfO{ ;+´g ;Sg] u/L otfptf ;fg]{, 

5.2.4.4.3. k|Zg eGbf cufl8 pQ/sf] efu k|of]u ug]{, 

5.2.4.4.4. j0f{dfnfsf] 7"nf] cIf/ / ;fgf cIf/x? ldl>t ?kdf k|of]u ug]{ . 

k|]mhdf  7"nf] cIf/ k|of]u ubf{ c;fdfGo qmddf k|of]u ug]{ .  

5.2.4.4.5. k|]mhdf s'g} efu jf s'g} zAbsf] nflu k|of]u ul/Psf] cIf/sf] ;§f 

;Dej  eP cÍ k|of]u ug]{ . 

5.2.4.4.6. k|]mhsf] s'g} efudf lj/fd lrGx tyf cGo s'g} ljz]if lrGxx? k|of]u 

ug]{ . 
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5.2.5. s]lx jlnof] kf;j8{sf pbfx/0fx? 

 

5.2.5.1. tnsf pbfx/0fx?df ljz]if lrGxx? cGtdf jf z'?df k|of]u ug]{ rng 

pNn]v  ePklg klg kf;j8{ c´ k|Zg pQ/ k|]mhx?n] ag]sf] kf;j8{sf] 

xsdf aLr efudf k|of]u ug{ ;lsPdf lj/fd lrGxn] kf;j8{nfO{ w]/} 

alnof] agfpg ;xof]u ub{5 . 

5.2.5.1.1. cGtdf cÍ k|of]u ul/Psf] k|]mh, "My favorite number is 333" 

af6 kf;j8{ MFNI333 cyjf  "Yaus333" agfpg ;lsG5 . 

o;df klxnf] / bf]>f] cIf/sf] k|of]u u/L kf;j8{ tof/ ul/Psf] 5 . 

5.2.5.1.2. k|Zg tyf To;sf]]] pQ/sf] k|]mh k|of]u ul/Psf] h;df pQ/sf] klxnf] 

cIf/nfO{ cÍn] ;Í]t ul/Psf] 5 . 

My Favorite song is "Dust in the Wind", Password: 

"MFSI492023!" 

5.2.5.1.3. k|Zg tyf To;sf] pQ/sf] k|]mh k|of]u ul/Psf], h;df pQ/sf] ;a} 

cIf/nfO{ cÍn] ;Í]t ul/Psf] 5 .  

The name of my favorite grandchild is Tim. Password: 

"tnomfg!#20913" 

The name of my favorite aunt is Lois. Password: 

"Tnomfai1215919" 

My aunt's name is Lois. Password: "%mani1215919" 

5.2.5.1.4. k|]mhsf] s'g} k"/f zAbnfO{ cÍn] ;Í]t u/L tof/ ul/Psf] kf;j8{M 

Give me liberty or give me death. Password: 

"GML^1518gmd" 

5.2.5.1.5. s]lx lj/fd lrGxx? tyf s]lx  ljz]if lrGx? kof]u ul/Psf] kf;j8{M 

My aunt's name is Gita. Password: "m@n!79201" 

The name of my favorite grandchild is Ravi. Password: 

"TNOMFG!181229"  

5.2.5.2. dfly pNn]v ul/Psf s]lx pbfx/0fx?df }́+ lj/fd lrGxx? k|of]u ug{ 

slxn]sflxF ;lhnf] klg x'g ;S5, h:tf]M k|Zgjfrs k|]mh k|of]u ul/Psf] 

cj:yfd -<_ lrGx k|of]u ug{ ;lsG5 . olb k|]mhdf ;+Vof klg pNn]v 

ul/Psf] eP $, %, / # h:tf lrGxx? kf;j8{df ;lhn};Fu k|of]u ug{ / 

;+l´/xg klg ;lhnf] x'G5 . olb k|]mhdf "and", "to" jf "or" h:tf 



  

8 
 

zAbx? k|of]u ePsf 5g\ eg] ltgLx?sf] ;§f qmdzM  &, - ,jf / k|of]u 

ug{ ;lsG5 . To:t} kf;j8{x?nfO{ / jf \ n] 6'qmofpg klg ;lsG5 . 

kf;j8{x?df aLraLrdf j0f{dfnfsf ;fgf tyf 7"nf cIf/x? ld;fP/ 

cfk"mnfO{ ;D´g ;lhnf] x'g] u/L k|of]u ug{ klg e'Ng' x'b}g . 

 

6. kf;j8{ ;'/Iffsf dfgb08x? 

 

6.1. sfof{nodf k|of]u ul/g] kf;j8{x? JolQmut ISP PsfpG6, j}slNks Joj;fo jf 

nfehGo sf/f]jf/sf cGo If]q u}/sfof{nox?df k|of]u ul/g] PsfpG6x?df k|of]u ug'{ 

x'b}g . ;Dej eP;Dd ljleGg sfof{nosf] gfdsf] kx'Frdf k|of]u ul/Psf leGg leGg 

PsfpG6x?df Pp6} kf;j8{ k|of]u ug'{ x'b}g . pbfx/0fsf] nflu OlGhlgol/ª l;:6ddf 

Pp6f kf;j8{ k|of]u ul/Psf] eP cfO{6L l;:6ddf cnUu} kf;j8{ k|of]u ug'{ kb{5 . 

To:t} ljG8f]h Pg6L PsfpG6df k|of]u ul/Psf] kf;j8{ o'lgS; PsfpG6df k|of]u ug'{ 

x'b}g . 

6.2. ;+:yfut kf;j8{ s;}nfO{ klg lbg' x'b}g . cfˆgf] lgs6td k|zf;g ;xof]uL cyjf 

lghL ;lrj ;d]tnfO{ cfˆgf] kf;j8{ lbg' x'b}g . s'g} klg k|sf/sf] kf;j8{x?nfO{ 

;+u7gsf] ;+j]bgzLn / uf]Ko ;"rgfsf] ?kdf lng' kb{5 . 

6.3. oxfF s]lx ug}{ gx'g] ljifox?sf] ;"rL tof/ ul/Psf] 5 . kf;j8{sf] k|of]u ubf{ oL 

ljifox?nfO{ Wofg lbP/ tof/ ug'{ kb{5 . 

6.3.1. kmf]gaf6 s'g} klg cj:yfdf s;}nfO{ klg kf;j8{ lbg' x'b}g . 

6.3.2. O{d]n ;Gb]zaf6 slxNo}klg kf;j8{ lbg' x'b}g . 

6.3.3. cfˆgf] sfof{no k|d'v, kl/jf/sf ;b:ox? jf Joj;flos ;xsdL{x?nfO{ ;d]t 

kf;j8{ lbg' x'b}g . 

6.3.4. s;}sf] cufl8 kf;j8{sf] ljifodf s'/f ug'{ x'b}g . 

6.3.5. kf;j8{sf] ;+s]t;Dd ;d]t v'Ng] u/L s;};Fu s'/f ug'{ x'b}g . 

6.3.6. s'g} klg k|sf/sf] k|ZgfjnL cyjf ;'/Iff kmf/fddf kf;j8{ v'nfpg' x'b}g . 

6.3.7. kf;j8{sf] s'g}klg efudf ;fdfGo rngrNtLsf zAb jf ltgsf] pN6f]af6 

lxHh] u/L agfO{Psf] zAb k|of]u ug'{ x'b}g . 

6.3.8. kf;j8{sf] s'g} c+zsf] ?kdf s'g} JolQm cyjf :yfgsf] gfd k|of]u ug'{ x'b}g . 

6.3.9. nu O{g gfdsf] s'g} klg efu kf;j8{df k|of]u ug'{ x'b}g .  
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6.3.10. ;lhn} yfxf kfpg ;lsg] vfnsf ;+Vofx? h:tf]M 6]lnkmf]g gDj/, ;fdflhs 

;'/Iff kl/ro gDj/, hGdldlt, jf8{ gDj/ cflb kf;j8{df k|of]u gug'{ g} 

pko'Qm x'G5 . 

 

6.4. oxfF s]lx æsbflkÆ ug{ gx'g] ljifox?sf] ;"rL tof/ ul/Psf] 5 . kf;j8{ tof/ ubf{ oL 

ljifox?nfO{ ljz]if Wofg lbg' h?/L 5 .  

 

6.4.1. o"h/ PsfpG6 / kf;j8{ slxNo} klg afF8\g' x'b}g . 

6.4.2. PseGbf a9L PsfpG6df Pp6} kf;j8{ slxNo} klg k|of]u ug'{ x'b}g . 

6.4.3. kf;j8{ slxF st} n]Vg' x'Fb}g . n]Vg} kg]{ cj:yf ePdf To;nfO{ cfˆgf] dfq 

kx'Fr k'Ug] cToGt uf]Ko :yfgdf /fVg' kb{5 . 

6.4.4. O{lGqmK6 gu/L e08f/ ul/Psf] s'g} klg tYofÍx?df kf;j8{ ;dfj]z ug}{ x'b}g . 

6.4.5. OG6/g]6 a|fph/x? -h:tf]M Internet Explorer, Mozilla Firefox, 

Google chrome, Safari cflb _df O{d]n k|f]u|fd cyjf o:t} k|sf/sf cGo 

s'g} PlKns]zg k|f]u|fdx?df k|fKt x'g] Remember password ;''ljwf k|of]u 

ug'{ x'b}g . 

6.4.6. https:// sf] ;§f http:// af6 j]j a|fph/ 7]ufgf z'? ePsf c;'/lIft nuO{g 

x'g] OG6/g]6 PsfpG6x?df cfˆgf] ;+u7g cyjf g]6js{sf] kf;j8{ k|of]u ug{ 

x'b}g . 

6.5. s;}n] kf;j8{ dfu]sf] cj:yfdf p;nfO{ oL cEof;x? x]g{ cyjf ;"rgf ;'/If0f 

ljefu÷zfvfsf] s'g} JolQmnfO{ ;Dks{ ug{ ;'´fj lbg' pko'Qm x'G5 . 

6.6. OlGqmK;g gu/Lsg kf;j8{nfO sDKo"6/ jf sDKo"6/sf] s'g} klg l;:6ddf /fVg' x'b}g . 

To:t} sfof{nosf] s'g} klg 7fpFdf kf;j8{ n]v]/ /fVg] sfd ug'{ x'b}g . kf;j8{sf] 

;a}eGbf ;'/lIft :yfg cfˆgf] dlitis g} xf] .  

6.7. k|To]s tLg dlxgfdf kf;j8{ kl/jt{g ug{ e'Ng' x'Fb}g . l;:6d n]ensf kf;j8{x? eg] 

x/]s dlxgfdf kl/jt{g ug'{ kb{5 . ;s];Dd ;a} k|sf/sf kf;j8{x?nfO{ klg x/]s 

dlxgfdf kl/jt{g ug'{ /fd|f] dflgG5 . 

6.8. s'g} kf;j8{ s;}n] ufxf kfPsf] cfz+sf ePdf ;f] sf] jf/]df ;"rgf ;'/If0f 

zfvf÷ljefudf hfgsf/L u/fO{xfNg' kb{5 / tTsfn ;Dk"0f{ kf;j8{x? kl/jt{g ug'{ 

kb{5 . 

6.9. ;"rgf ;'/If0f zfvf÷ljefuaf6 s'g} ;+:yfsf] cfjlws jf 58\s] ?kdf kf;j8{ cg'dfg 

jf q\mofs u/L kf;j8{sf] jlnof]kgf hfFRg ;lsg]5 . o;/L k/LIf0f ubf{ kf;j8{ 
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cg'dfg ;xL eof] cyjf kf;j8{ q\mofs eof] eg] k|of]ustf{n] kf;j8{ kl/jt{g 

ul/xfNg' kb{5 . 

 

 

7. PlKns]zg lgdf{0fsf dfgb08x? 

 

7.1. PlKns]zg lgdf{tfx?n] cfˆgf k|f ]u|fddf b]xfo cg';f/sf] ;'/Iffsf] k"j{ ;ts{tfx?sf] 

af/]df ;fjwfgL ckgfpg' kb{5 . 

7.1.1. ;d"x k|of]ustf{sf] ;§f JolQmut k|of]ustf{sf] cflwsfl/stfsf] nflu d2t 

k'¥ofpg] x'g' kb{5 . 

7.1.2. lSno/ 6]S;6\ cyjf To:t} k|sf/sf] s'g}klg ;lhn} abNg jf d]6\g ;lsg] u/L 

kf;j8{ /fVg' x'b}g . 

7.1.3. w]/} JolQmåf/f k|of]u ug{ ;lsg] vfnsf] k|f]u|fdx?sf] xsdf ljz]if k|sf/sf] 

Joj:yf  k|f]u|fdx?Dff pknAw u/fpg' kb{5 ls s'g} Ps JolQmn] csf]{ JolQmn] 

;Dkfbg u/]sf  pQm k|sf/sf k|f]u|fdx?sf] sfddf p;sf] kf;j8{ yfxf 

gkfO{sg g} kx'Fr k|fKt ug{ ;sf];\ . 

7.1.4. ;Dej eP;Dd k|f]u|fd tyf PlKns]zgx? TACACS+, RADIUS, X-509 

h:tf LDAP ;'/Iff k'g:yf{kgfx?nfO{ ;kf]6{ ug]{ x'g' kb{5 . 

 

8. b"/ kx'Fr o"h/x?sf nflu kf;j8{ cyjf kf;k|m]hx?sf] k|of]u  

 

8.1. s'g} klg sfof{nosf] g]6js{df b"/ kx'Fr :yfkgf ug{ of t Ps k6ssf] kf;j8{ 

cflwsfl/stf -Onetime Password Authentication_ of alnof] kf;k|]mh k|of]u 

ul/Psf] ;fj{hlgs÷lghL ;fFrf] k|0ffnLåf/f lgoGq0f x'g'kb{5 . 

 

9. kf;k|]mhx? 

 

9.1. kf;k|]mhx? ;fdfGotM klAns÷k|fO{e]6 ;fFrf] cy]lG6s]zgsf nflu k|of]u ug]{ ul/G5 . 

klAns÷k|fO{e]6 ;fFrf] k|0ffnL eg]sf] ;a}n] yfxf kfpg] ;fj{hlgs -klAns_ ;fFrf] / 

k|of]ustf{n] dfq yfxf kfpg] lghL -k|fO{e]6_ ;fFrf] aLrsf] ul0ftLo ;DjGw xf] . 

kf;k|m]h ljgf k|fO{e]6 ;fFrf] vf]Ng o'h/sf] kx'Fr k'Ug ;Sb}g . 
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9.2. kf;k|]mhx? kf;j8{x? h:t} x'b}gg\ . kf;k|]mh eg]sf] kf;j8{sf] nfdf] e;{g xf] To;}n] 

of] kf;j8{eGbf a9L ;'/lIft x'G5 . kf;k|]mh PseGbf a9L zAbx?sf Sof/]S6/x?sf] 

pko'Qm ;+of]hgaf6 lgdf{0f ul/Psf] x'G5 . o;} sf/0fn] kf;k|]mh æzAbsf]if cfqmd0fÆ 

af6 w]/} ;'/lIft /xG5 . 

9.3. Pp6f /fd|f] kf;j8{ t'ngfTds ?kdf nfdf] Pj+ j0f{dfnfsf 7"nf tyf ;fgf cIf/x?, 

cÍx? tyf lj/fd lrGxx? ;+o'Qm ?kdf ld;fP/ agfO{Psf] x'G5 . Pp6f /fd|f] 

kf;k|]mhsf] pbfx/0fM "The*?#>*0nThe!101was*&#!#Thismorning". 

9.4. dfly pNn]v ePsf ;Dk"0f{ lgodx? kf;k|]mhsf] xsdf klg cIf/zM nfu' x'g ;Sb5g\ . 

 

10. Psk6ssf] kf;j8{  

 

10.1. xfn Psk6s dfq k|of]u ul/g] kf;j8{sf] k|of]u x'g] u/]sf] 5 . To:tf] kf;j8{x? 

o"P;jL 6f]sg tyf :df6{ sf8{x?df kfO{G5 . h;nfO{ cf]l6kL :df6{ 6f]sg tyf ;'/lIft 

cfOl8 6f]sg elgG5 . To:tf] kf;j8{ Psk6sdf Psk6s dfq k|of]u x'G5 .  

csf]{k6ssf] nflu :jtM tof/ ePsf] csf{] kf;j8{ k|of]u ug'{ kg]{ x'G5 . o;nfO{ s;}n] 

klg rf]g{ g;Sg] ePsf]n] o:tf] k|sf/sf] kf;j8{ cToGt ;'/lIft dflgG5 .  

 

11. b08 ;hfosf] Joj:yf 

 

11.1. cEof;x?df pNn]lvt ljifox?sf] kfngf gug]{ sd{rf/Lx?nfO{ cg'zf;gs]f 

sf/jfxLsf] bfo/faf6 b08 jf ;hfo ug{ ;lsG5 . ;f] s'/f sfof{no jf ;+u7gsf] 

;"rgf k|ljlw ;DjGwL cfrf/;+lxtf jf gLltn] lgwf{/0f ub{5 . 
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1. Introduction 

 

1.1 A secure password practices is a set of rules designed to 

enhance computer security by encouraging users to employ 

strong passwords and use them properly. A secure password practices is 

often part of an organization's official regulations and may be taught as 

part of security awareness training. The secure password practices may 

either be advisory or mandated by technical means. 

 

2. Overview 

 

2.1 Passwords are an important aspect of computer and information 

security. They are the front line of protection for user accounts. A poorly 

chosen password may result in the compromise of organization's entire 

corporate network. As such, all organization’s employees (including 

contractors, vendors and other external entities with access to 

organization systems) are responsible for taking the appropriate steps, 

as outlined below, to select and secure their passwords. 

2.2 All employees that have access to organizational information systems 

must adhere to the password practices defined below in order to protect 

the security of the network, protect data integrity, and protect computer 

systems. 

 

3. Purpose 

 

3.1 The purpose of these practices is designed, to protect organizational 

resources on the network by requiring strong password, to establish a 

standard for creation of strong passwords, the protection of those 

passwords, and the frequency of change. These practices may not 

hundred percent guarantees to secure the information system of the 

organization; however this practices will help to ensure only till the 

digital signature has not been introduced.  

 

4. Scope 

 

4.1 The scope of this practices includes all personnel who have or are 

responsible for an account (or any form of access that supports or 
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requires a password) on any system that resides at any organization 

facility, has access to the organization’s network, information system 

and or stores any non-public organization information. But practices are 

not limited to a domain account and e-mail account. 

 

5. Password Practices 

 

5.1 General password Practices 

 

5.1.1 All system-level passwords (e.g., root, enable, NT admin, application 

administration accounts, etc.) must be changed on at least a quarterly 

basis. 

5.1.2 All production system-level passwords must be part of the Information 

Security administered global password management database. 

5.1.3 All user-level passwords (e.g., email, web, desktop computer, etc.) must 

be changed at least every two months. The recommended change 

interval is every month. 

5.1.4 User accounts that have system-level privileges granted through group 

memberships or programs such as "sudo" must have a unique password 

from all other accounts held by that user. 

5.1.5 Account lockout threshold - 4 failed login attempts.  

5.1.6 Where SNMP (Simple Network Management Protocol) is used, the 

community strings must be defined as something other than the 

standard defaults of "public," "private" and "system" and must be 

different from the passwords used to log in interactively. A keyed hash 

must be used where available (e.g., SNMPv2). 

5.1.7 All user-level and system-level passwords must conform to the 

guidelines described below. 

5.1.8 Password history - Require a number of unique passwords before an old 

password may be reused. This number should be no less than 24. 

5.1.9 Reset account lockout after - The time it takes between bad login 

attempts before the count of bad login attempts is cleared. The 

recommended value as of the date of writing this article is 20 minutes. 

This means if there are three bad attempts in 20 minutes, the account 

would be locked. 

5.1.10 Account lockout duration - Some experts recommend that the 

administrator reset the account lockout so they are aware of possible 

break in attempts on the network. However this will cause a great deal 
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of additional help desk calls. Therefore depending on the situation, the 

account lockout should be between 30 minutes and 2 hours. 

5.1.11 Password protected screen savers should be enabled and should protect 

the computer within 5 minutes of user inactivity. Computers should not 

be unattended with the user logged on and no password protected 

screen saver active. Users should be in the habit of not leaving their 

computers unlocked. They can press the CTRL-ALT-DEL keys and select 

"Lock Computer". 

5.1.12 Rules that apply to passwords apply to passphrases which are used for 

public/private key authentication.  

5.1.13 Do not use the "Remember Password" feature of applications (e.g., 

Eudora, Out-Look, Netscape Messenger, Internet explorer and other 

browsers). 

5.1.14 Do not access your organization information system, where your 

password is required, from the public network especially from the cyber 

café. 

 

5.2 A. General Password Construction Guidelines 

 

5.2.1 Passwords are used for various purposes at <Company Name>. Some of 

the more common uses include: user level accounts, web accounts, 

email accounts, screen saver protection, voicemail password, and local 

router logins. Since very few systems have support for one-time tokens 

(i.e., dynamic passwords which are only used once), everyone should be 

aware of how to select strong passwords. Passwords having the 

following characteristics are generally considered as weak password: 

5.2.1.1 The password contains less than fifteen characters 

5.2.1.2 The password is a word found in a dictionary (English or foreign) 

5.2.1.3 The password is a common usage word such as: 

5.2.1.3.1 Names of family, pets, friends, co-workers, fantasy characters, 

etc. 

5.2.1.3.2  Computer terms and names, commands, sites, companies, 

hardware, software. 

5.2.1.3.3  The words "<Company Name>", "sanjose", "sanfran" or any 

derivation. 

5.2.1.3.4  Birthdays and other personal information such as addresses and 

phone numbers. 

5.2.1.3.5 Word or number patterns like aaabbb, qwerty, zyxwvuts, 

123321, etc. 
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5.2.1.3.6 Any of the above spelled backwards. 

5.2.1.3.7 Any of the above preceded or followed by a digit (e.g., secret1, 

1secret) 

5.2.2 Strong passwords have the following characteristics: 

5.2.2.1 Contain both upper and lower case characters (e.g., a-z, A-Z) 

5.2.2.2 Have digits and punctuation characters as well as letters e.g., 0-9, 

!@#$%^&*()_+|~- =\`{}[]:";'<>?,./) 

5.2.2.3 Are at least fifteen alphanumeric characters long and is a passphrase 

(Ohmy1stubbedmyt0e). 

5.2.2.4 Are not words in any language, slang, dialect, jargon, etc. 

5.2.2.5 Are not based on personal information, names of family, etc. 

5.2.2.6 Passwords should never be written down or stored on-line. Try to 

create passwords that can be easily remembered. One way to do this 

is create a password based on a song title, affirmation, or other 

phrase. For example, the phrase might be: "This May Be One Way To 

Remember" and the password could be: "TmB1w2R!" or 

"Tmb1W>r~" or some other variation.  

5.2.2.7 Passwords are case sensitive and the user name or login ID is not 

case sensitive. 

5.2.3 Do not use either of these examples as passwords! 

5.2.4  Creation of Password using phrase 

5.2.4.1 Embed a word or part of a word within another. 

5.2.4.2 Misspell a word deliberately especially if you use a word for part of 

your password. 

5.2.4.3 Interleave two or more words. 

5.2.4.4 Use a phrase that is personal to you and use the first, second, or 

third character in each word in each phrase. The Phrase can be a 

question and answer phrase. There can be several variants to this 

approach: 

5.2.4.4.1 Use a phrase that has a number at the end of it. 

5.2.4.4.2 After building the password, intermix the numbers and characters 

in a way that you can remember. 

5.2.4.4.3 Put the answer part of the phase before the question. 

5.2.4.4.4 Sometimes use capital letters, and sometimes use lower case 

letters. Use unusual capitalization in your phrase. 

5.2.4.4.5 Use a numerical representation of the letters of the alphabet for 

part of your phrase or one word in your phrase. For example A is 

1, B is 2, C is 3, etc. 

5.2.4.4.6 Use punctuation or special characters in part of your phrase. 
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5.2.5 Some Examples 

5.2.5.1 In these examples, threw in punctuation, usually at the end, but it 

could be applied at the beginning or in the case of passwords built 

with question/answer phrases, punctuation would work well in the 

middle. 

5.2.5.1.1 Using a phrase with a number at the end of it. Example: My 

Favorite number is 333. Password: “MFNI333.” or “yaus333.” 

depending on whether the first or second character is used. 

5.2.5.1.2 Using a phrase with a question and answer and numerical 

representation of the first letters of the answer. Example:  My 

favorite song is “Dust in the Wind”. Password: “MFSI492023!” 

5.2.5.1.3 Using a phrase with a question and answer and numerical 

representation of all the letters in the answer. Examples: 

The name of my favorite grandchild is Tim. Password: “tnomfgi#20913". 

The name of my favorite aunt is Lois. Password: “Tnomfai1215919”. 

My aunt's name is Lois. Password: “%mani1215919”. 

5.2.5.1.4 Using a phrase with a numerical representation of one word in 

the phrase. Example: Give me liberty or give me death. 

Password: “GML^1516gmd”. 

5.2.5.1.5 Using a phrase with some punctuation or special characters. 

Example: 

My aunt's name is Sita. Password: “m@n!S199201”. 

My first college friend is Ram. Password: “mfcfir!18113". 

5.2.5.2 In many of the above examples, it is easy to throw in punctuation 

such as a ? when part of your phrase may be a question. If your 

phrase involves numbers or you work with numbers regularly, $, %, 

and # may be easy to use in your password and still remember. If 

your phrase uses the word "and" or "or", you can substitute "&" or 

"|". Also you can split your password with "/" or "\".Also remember 

to use upper and lower case letters in different parts of your 

password in ways that are easy for you to recall. 

 

6.  Password Protection Standards 

 

6.1 Do not use the same password for <Company Name> accounts as for 

other non-<Company Name> access (e.g., personal ISP account, option 

trading, benefits, etc.). Where possible, don't use the same password for 

various <Company Name> access needs. For example, select one 
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password for the Engineering systems and a separate password for IT 

systems. Also, select a separate password to be used for an NT account 

and a UNIX account. 

6.2 Do not share organization’s passwords with anyone, including 

administrative assistants or secretaries. All passwords are to be treated as 

sensitive, confidential organization information. 

6.3 Here is a list of "don'ts" and “never”: 

6.3.1 Don't reveal a password over the phone to ANYONE 

6.3.2 Don't reveal a password in an email message 

6.3.3 Don't reveal or share a password even to the boss or family members or 

co-workers. 

6.3.4 Don't talk about a password in front of others 

6.3.5 Don't hint at the format of a password (e.g., "my family name") 

6.3.6 Don't reveal a password on questionnaires or security forms 

6.3.7 Don't use common words or reverse spelling of words in part of your 

password. 

6.3.8 Don't use names of people or places as part of your password. 

6.3.9 Don't use part of your login name in your password. 

6.3.10 Don't use parts of numbers easily remembered such as phone numbers, 

social security numbers, or street addresses. 

6.4 Here is a list of “never”: 

6.4.1 Never share a user account and password 

6.4.2 Never use the same password for more than one account 

6.4.3 Never write down a password, however if you have written to remember 

then keep it in secure place where only your access will be granted. 

6.4.4 Never include a password in a non-encrypted stored document. 

6.4.5 Never use the “Remember Password” feature of application programs 

such as internet browser (Internet Explorer, Mozilla Firefox, Google 

Chrome, and Safari etc), your e-mail program, or any program. 

6.4.6 Never use your corporate or network password on an account over 

the internet which does not have a secure login where the web 

browser address starts with https:// rather than http:// 

6.5 If someone demands a password, refer them to this document or have 

them call someone in the Information Security Department. 

6.6 Again, do not write passwords down and store them anywhere in your 

office. Do not store passwords in a file on ANY computer system (including 

Palm Pilots or similar devices) without encryption. 
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6.7 Change passwords at least once every three months (except system-level 

passwords which must be changed monthly). The recommended change 

interval is every month. 

6.8 If an account or password is suspected to have been compromised, report 

the incident to Information Security and change all passwords. 

6.9 Password cracking or guessing may be performed on a periodic or random 

basis by Information Security or its delegates. If a password is guessed or 

cracked during one of these scans, the user will be required to change it. 

 

7. Application Development Standards 

 

7.1 Application developers must ensure their programs contain the following 

security precautions. The application: 

7.1.1 Should support authentication of individual users, not groups. 

7.1.2 Should not store passwords in clear text or in any easily reversible form. 

7.1.3 Should provide for some sort of role management, such that one user 

can take over the functions of another without having to know the 

other's password. 

7.1.4 Should support TACACS+ , RADIUS and/or X.509 with LDAP security 

retrieval, wherever possible. 

 

8. Use of Passwords and Passphrases for Remote Access 

Users 

 

8.1 Access to the organization Networks via remote access is to be controlled 

using either a one-time password authentication or a public/private key 

system with a strong passphrase. 

 

9. Passphrases 

 

9.1 Passphrases are generally used for public/private key authentication. A 

public/private key system defines a mathematical relationship between the 

public key that is known by all, and the private key, that is known only to 

the user. Without the passphrase to "unlock" the private key, the user 

cannot gain access.  

9.2 Passphrases are not the same as passwords. A passphrase is a longer 

version of a password and is, therefore, more secure. A passphrase is 
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typically composed of multiple words. Because of this, a passphrase is 

more secure against "dictionary attacks." 

9.3 A good passphrase is relatively long and contains a combination of upper 

and lowercase letters and numeric and punctuation characters. An example 

of a good passphrase: 

"The*?#>*@TrafficOnThe101Was*&#!#ThisMorning" 

9.4 All of the rules above that apply to passwords apply to passphrases. 

 

10. One time password 

 

10.1 Presently, people are using one time password to secure their system and 

transaction. These passwords are available in USB tokens or in smart cards 

that are called OTP Smart Card Tokens or secure ID tokens. The password 

produced by tokens can be used only in one time, next time new password 

will be produced. The OTP password is more secured than the password 

generated and maintained by other techniques.  

 

11. Enforcement 

 

10.1 Any employee found to have violated this practices may be subject to 

disciplinary action. 

 

   


